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! Flash Block 4.20.13 jluesday latiuaty 22 2013
Native Flash Block for Firefox More Instal
Low Quality Flash 0.2 Saturday, October 1, 2011
Sets Flash abjects to "Low Quality” to improve perfarmance on slower,.  More Instal
. No Flash 0.4 Saturday, August 23, 2014
An sdden that replace Flash video players by HTMLS. Currently enly Y... More Instal
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char x[12];
x[12] =0’

heap s 3L e ass g ety o 50 plasl jlasle 5L 5, ool lime 50

: osmb 59959 UBL:)Q 6‘).: getS )‘ oolaziw! . Jﬁw )L.w.: ‘5i~u)‘ )SL:).:))M
void main () {
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}
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BUGS FLAWS
Buffer overflow: stack Method over-riding problems (subclass
smashing issues)

Buffer overflow: one-stage
attacks

Buffer overflow: string format
attacks

Race conditions: TOCTOU
Unsafe environment variables
Unsafe system calls

(fork (), exec(),

system())

Incorrect input validation
(black list vs. white list)

Compartmentalization problems in design

Privileged block protection failure
(DoPrivilege ())

Error-handling problems (fails open)
Type safety confusion error
Insecure audit log design

Broken or illogical access control (role-based
access control [RBAC] over tiers)

Signing too much code
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